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U.S. Data Security Rules

5

U.S. Data Security Rules
§ Federal Data Security Requirements
– Consumer personal information (FTC)
– Financial data (Gramm-Leach-Bliley)
– Health information (HIPAA/HITECH)
– Medical device cybersecurity vulnerabilities (FDA)
– Energy infrastructure (NERC CIP, DOE reporting, NRC cyber regs)
– Cybersecurity risk disclosure (SEC)

©2018 FireEye

U.S. Data Security Rules (continued)
§ State Data Security Requirements
– Data security laws (CA, CO, MA, NV and progeny)
– Data breach notification laws (50 states + DC, Guam, PR and USVI)
– Financial institution/insurer cyber regulations (e.g., NYDFS, NAIC)
– New California Consumer Privacy Act
§ Industry Standards
– NIST Cybersecurity Framework
– PCI DSS
– ISO 27000-series standards
– CIS’s Top 20 Critical Security Controls
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SEC Guidance and Enforcement

SEC Cybersecurity History
§ A bit of history
– 1998: Office of Internet Enforcement formed
– 1999: Gramm-Leach-Bliley Act enacted
• Most SEC cybersecurity-related enforcement actions to date have resulted from GLB
violations by financial institutions
– 2011: Cybersecurity Disclosure Guidance
– 2017: SEC creates Cybersecurity Unit
– 2018: Commission Interpretive Cyber Guidance
§ The SEC is now cracking down on cyber risks and incidents
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2018 Commission Interpretive Guidance
§ For public companies, SEC’s focus is on accurate and timely disclosure of material
cyber incidents and risks
§ Information about the management, costs and ramifications of material cyber
issues may need to be disclosed in various securities filings
– For example, corporate governance disclosures should describe the board’s
involvement in overseeing the management of material cybersecurity risks
§ The SEC expects cyber disclosures to be tailored to particular cybersecurity risks
– Cyber disclosures often use boilerplate language and don’t give a genuine
sense of the risk
– SEC wants cyber disclosures to provide specific information useful to investors
• Discuss past or ongoing cyber incidents to provide appropriate context
• Revisit or refresh previous cyber disclosures based on new information
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2018 Commission Interpretive Guidance (continued)
§ SEC expects controls and procedures to ensure relevant cyber risks and
incidents are reported to senior management to enable appropriate
disclosure decisions
§ Warning about insider trading and selective disclosure risks
– Mere knowledge of a significant cybersecurity incident at the company
may be material nonpublic information
§ Commissioner Stein’s Statement
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SEC 2018 Enforcement
§ SEC is actively investigating and enforcing
§ SEC Cyber Unit investigating cyber-related misconduct
– Equifax
• June and March 2018: Charged former Equifax manager and business unit
CIO with insider trading in advance of the company’s September 2017
announcement of its data breach
– Facebook
• 2018: Reportedly investigating company’s disclosures pertaining to
Cambridge Analytica sharing arrangement
– Yahoo
• April 2018: Reached $35 million settlement with Yahoo for allegedly
misleading investors in failing to disclose data breach in a timely manner
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EU and Global Legal
Cybersecurity Developments

Cybersecurity in the EU: GDPR
§ Makes data breach notification mandatory in all 28 EU member states,
enhances obligations to protect personal data and increases fines
§ Introduced onerous breach notification requirements for all companies
within scope
– Controllers must notify supervisory authorities
• Within 72 hours of “becoming aware” of the breach
• Unless the breach is unlikely to result in risk to data subjects
– Controllers also must notify data subjects
• If the breach is likely to result in a high risk to data subjects
– Processors must notify controllers “without undue delay”
• Timing must be addressed in the contract
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Cybersecurity in the EU: GDPR (continued)
§ Controller must document all personal data breaches
§ Breach reporting to competent supervisory authority
– DPA reporting forms vary by member state
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Cybersecurity in the EU: NIS Directive
§ Establishes first set of pan-EU rules on managing cyber risks
§ Applies to “operators of essential services” and “digital service providers” (online
marketplaces, search engines and cloud services), including breach reporting
obligations
§ EU Directive issued in August 2016 – member states given 21 months to transpose into
local law
§ Three primary goals:
– Establish a framework at the local level to address cybersecurity issues and the

requirements of the Directive

– Formalize cooperation across member states on cybersecurity issues
– Impose obligations to secure network systems and report major cyber incidents

§ In the UK, for example, violations will be punishable similar to GDPR –£17 million or 4
percent of global turnover
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Other Global Developments
§ China’s Cybersecurity Law
– Establishes robust data security requirements for “network operators” and
“operators of critical information infrastructure” in China
– Includes cybersecurity incident reporting and data localization requirements
– Went into effect in 2017 but several requirements have not been finalized
§ Breach notification requirements emerging across the world
– Examples: Australia, Canada, Israel, Mexico, Philippines, Russia,
South Korea, Taiwan
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Managing Legal Issues
in a Cyber Attack

Data Breach Response Timeline
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Review & Improve

Cyber Attack: Key Legal Considerations
§ Upon identifying event, quickly seek to protect legal posture
§ Law enforcement coordination: consider legal issues
§ Preserve privilege when retaining experts
§ Preserve evidence
§ Legal hold
§ Insurance
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Cyber Attack: Legal Obligations
§ Analyze legal obligations arising out of a cyber event
– Breach notification and other obligations
• State, federal, international law
• Industry standards
• Contractual obligations
• SEC reporting
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Cyber Attack: Notification Process
§ Prepare for notification and public disclosure
§ Craft formal notification and reporting documents
– Must be done carefully (and quickly)
– Consider PR experts as well

§ Proactive measures to mitigate risk
– Manage media response
– Assemble call center
– Develop FAQs and train agents
– Retain identity protection service
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Cyber Attack: Risk and Dispute Management
§ Manage regulatory onslaught and defend against lawsuits
§ Regulatory enforcement: State, federal and international
§ Class action litigation
§ Disputes with business partners and other third parties
§ Insurance claims
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The Role of the Board
in Cyber Governance
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Cyber Governance: The Role of the Board
§ The Board sets cybersecurity tone and direction
– Target was a wake-up call
– SEC warning

§ Cybersecurity is a fundamental risk issue for the company
– Board’s cyber governance duties are grounded in risk management obligations
– Case law provides scant direction regarding cybersecurity oversight
• Board must be sufficiently informed to make valid business judgments related to

cybersecurity oversight

§ While oversight responsibilities may be delegated to the Audit Committee, the full
board retains overall responsibility

§ Communication with management is critical for effective cybersecurity governance
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Legal Risk to Board Members
Recent Shareholder Actions

Board members threatened with ouster

§ Yahoo

§ Equifax

§ Home Depot

§ Target

§ Wyndham
§ Facebook
§ Equifax
§ PayPal
§ Intel
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Effective Cyber Oversight
Case law and best practice principles suggest that the Board should:
§ Understand the company’s current threat environment and crown jewels
§ Review the company’s IS governance structure to ensure appropriate oversight
§ Understand the company’s overall IS program budget and critical security initiatives
§ Oversee the company’s cybersecurity risk management and audit functions
§ Hold management accountable by reviewing the company’s key cybersecurity

strategies and preparedness efforts (e.g., the company’s IS policies and
procedures, patch management controls, incident response protocols, and vendor
management program)
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Effective Cyber Oversight (cont’d)
Case law and best practice principles suggest that the Board should:
§ Receive benchmarking reports on how security practices compare to industry peers
§ Stay informed about the company’s significant cybersecurity incidents, including
receiving status updates on incident costs and potential consequences

§ Ensure appropriate outside experts are identified in advance of an incident
§ Consult outside experts to gain an independent perspective on cyber risks
§ Ensure the Board’s cybersecurity oversight responsibilities and activities

are appropriately documented (e.g., in relevant charters, meeting minutes,
and policies)
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Lessons Learned

Lessons Learned
§ Focus on cybersecurity must come from the top
– Cybersecurity is a fundamental governance issue
– Senior leadership should provide strategic cyber direction and guidance

§ Management should continually assess cybersecurity program maturity
§ Preparation by counsel and executives will mitigate harm
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